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Goal: understand the power of guantum assistance and
guantum adversaries for operational setups



Example:

Classical noisy channel
coding

(vs.)

Entanglement-assisted
channel coding



Classical noisy channel coding (I)

000000000000000000000000000000000000000000

i € k] — {e(xm}xex

Encoder Decoder

e (Given noisy channel Wx_,y mapping X to Y with transition probability:
Wx oy (ylz) V(z,y) € X XY

 The goalis to send k different messages using W while minimising the error
probability for decoding:

: : ]‘ . c “i~ily 3 3 : 1
Psucc(W, k) = wslie o Z Wx_y (y|z)e(x|i)d(ily) bilinear optimisation

x?y77’

subject to Ze(x|z) =1 Vie€lk], Zd(z|y) =1 Vyey

0<e(z|i) <1 Y(z,i)€ X x[k], 0<d(ily)<1 V(,y)ck]xY.



Classical noisy channel coding (I1)

. 1 N
Psuce (W, k) := maximize z Z Wx vy (ylz)e(x|i)d(i|y)

(e,d)
L,Y,

-

€

SON=

subject to Y e(zli) =1 Vie[k], > d(ily)y=1 VyeyY

x

0<e(xli) <1 V(z,i) € X x k],

compared to

Definition: C(W) := sup {R

. XN Rn .
lim pauce (W, [27]) = 1}

Answer: C(W) = rrlljaXI(X :Y) mutual information

é%

0<d(ily) <1 ¥(i,y)ec[k]xY.

Shannon’s asymptotic independent and identical distributed (iid) channel capacity:

4™

Encoder Decoder




Classical noisy channel coding (I1)

1
Psuce(W, k) ::maéi’gr)lize EZ.WX%Y(?JM)e(xmd(ﬂy) » € »<V[>—> d p

L,Y,t

subject to Y e(zli) =1 Vie[k], > d(ily)y=1 VyeyY

a5

0<e(z|i) <1 V(x,i) € X x[k], 0<d(ily) <1 V(i,y) €kl xY.

compared to

Sharmmegs asymptotic independent and identical distributed (iid) channeledpacity:

Definition: C(W) := sup {R MR Psuce (W7, [277]) = 1}

n—oo

Answer:  C(W) = max (X : Y) Mmutuaiformata

:
7

Encod® Decoder



Example:

Classical noisy channel
coding

(vs.)

Entanglement-assisteo
channel coding



Entanglement-assisted channel coding (1)

e ——— @
: V) e HRH :
Encoder - : Decoder

‘quantum bilinear optimisation”

1
Dinee W k) = maximize g: Wx Sy (ylz) (| E(z]i) @ D(i|y)|)

subject to Y E(z|i) =1y Vic[k], Y D(ily)=1y VyeyY

0 < E(z|i) < 19 ¥(z,i) € X x [k], 0< D(ily) < 1y ¥(i,y) € [k] x V.



Entanglement-assisted channel coding (1)

000000000000000000000000000000000000000000

i € [k]—| {E(x]i)} {D<i|y)}z‘e[k] —>

Encoder Decoder

7 maximize
(H,,E,D)

U

T\ ‘quantum bilinear optimisation”

 Scalar (commutatlve)v\exius matrix (non-commutative) variables:

( maximize )
w



Entanglement-assisted channel coding (1)

000000000000000000000

{D<7;|y)}i€[k] —>
@

: V) e HR®H
Encoder - : Decoder

‘quantum bilinear optimisation”

\ \

U

 Scalar (commutatlve)v\exius matrix (non-commutative) variables:

( maximize )
w

* Unknown if piuc. (W, k)is computable!



—ntanglement-assisted channel coding (I1)

 Understand the possible separation:  psucc(W, k) versus  pg..(W, k)



—ntanglement-assisted channel coding (I1)

 Understand the possible separation:  psucc(W, k) versus  pg..(W, k)

* For the asymptotic iid capacity entanglement (quantum) assistance does not help:
C(W) =C*(W) [Bennett et al., PRL (1999)]
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—ntanglement-assisted channel coding (I1)

Understand the possible separation:  psuec(W, k) versus  pg..(W, k)

Or theasyreaticid capacity entanglement (quantum) assisiance-geesTor Nelp:
C(W) = C*(W)_[Benneti-etst—PRTTT000)]

In general, there is a separation:

5 24 271/2
(1/3 /30 0\ panee(Z,2) = 2 ~ 0833 vs. pr.(Z,2) > =T ~ 0.902
0 0 1/3 1/3 6
1/3 0 1/3 0 [Prevedel et al., PRL (201 1)]

0 1/3 0 1/3
13 0 0 1/3
0 1/3 1/3 0 )




Understand the possible separation:

or lfre asy

-
N/

. .
a .
-~

C(W)=C*"(W) [Benhe

Psuce (W, k)

apacity entanglement (quantum) a

o= — 9)]

In general, there is a separation:

1/3
K

1/3
0

1/3
0

1/3
0
0

1/3
0

1/3

0 O\

1/3 1/3
1/3 0
0 1/3
0 1/3

1/3 0 )

5
psucc(Za 2) = 6 ~ 0.833 vs.

versus  pPriec (W, k)

24 271/2

p>SI<UCC(27 2) Z

—ntanglement-assisted channel coding (I1)

~ 0.902

[Prevedel et al., PRL (2011)]

—> this Is also optimal with two-dimensional assistance

[Hemenway et al., PRA (2013)]
[Williams and Bourdon, arXiv:1109.1029]



Entanglement-assisted channel coding (I1)
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Entanglement-assisted channel coding (I1)

Understand the possible separation:  psuec(W, k) versus  pg..(W, k)

Or theasyreaticid capacity entanglement (quantum) assisiance-geesTor Nelp:
C(W) = C*(W)_[Benneti-etst—PRTTT000)]

In general, there is a separation:

9 2—1/2
( /3 1/3 0 0 Psuce(Z,2) = % ~ 0833 vs. pE (7,2) > 2 ~ 0.902
0 0 1/3 1/3 6

1/3 0 1/3 0 [Prevedel et al., PRL (201 1)]
Z=10 1 /3 0 1/3

13 0 0 1/3 —> this is also optimal with two-dimensional assistance

o 1/3 1/3 0 ) [Hemenway et al., PRA (2013)]

[Williams and Bourdon, arXiv:1109.1029]

However( 0.902,1] 5 pg..(Z; 29

“linear objective function with

/ semidefinite constraints”

We give a converging hierarchy of semidefinite programming (sdp) relaxations:

Psucc WL k) < pZ. .. (W k) =sdp,, (W, k) <...<sdp,(W,k) <— efficiently computable!



Hierarchy of semidefinite
programming (sdp)
relaxations



First level semidefinite programming relaxation (1)

e Quantum bilinear program:

1
Phae V. ) = iz £ 57 Wi ole) (61 (el) © DI

subject to ZE(:L‘|Z) =1y Vielk], ZD(z|y) =1y YyeVY

0 < E(z|i) < 1y Y(z,i) € X x [k], 0< D(ily) < 13 V(i,y) € [k] x V.



First level semidefinite programming relaxation (1)

e Quantum bilinear program:

(W|E(z|i) @ D(ily)|y) < (W|E(x]i) - D(ily)|¥)
with [E(z]i), D(iy)] = 0



First level semidefinite programming relaxation (1)

e Quantum bilinear program: idea: relaxation of this bilinear form

(1B () @ Deily)lw) Il D<z‘y@
wit oL y) =0

motivated by: “NPA hierarchy” (Bell inequalities)

[Lasserre, SIAM (2001)], [Parrilo, Math. Program. (2003)], [Navascues et al., PRL (2007)],
[Doherty et al., IEEE CCC (2008)], [Navascues et al., NJP (2008)], [Pironio et al., SIAM (2010)]



First level semidefinite programming relaxation (1)

Quantum bilinear program: idea: relaxation of this bilinear form
(Y|E(x|i) @ D(ily)|y

i) D(z‘y@
o,

First step: see %epart/m‘ the upper-right block of the Gram matrix

Q= SN X ) u (o] with Xu:{ B(zli) = (i.2)

Uly) uw=(j,v)
for i=j

U,V

Q. <<<.¢_!_E(@_I__) ....... B@|i) - B - D (_J_\_y_@)

V| E(@'") - D5’y )W) (LI DTm=DFY) | 1)

motivated by: “NPA hierarchy” (Bell inequalities)

[Lasserre, SIAM (2001)], [Parrilo, Math. Program. (2003)], [Navascues et al., PRL (2007)],
[Doherty et al., IEEE CCC (2008)], [Navascues et al., NJP (2008)], [Pironio et al., SIAM (2010)]



First level semidefinite programming relaxation (1)

e Quantum bilinear program: idea: relaxation of this bilinear form

Pl

 First step: see %ep/art of the upper-right block of the Gram matrix

0= S (IXL X ) uy (o] with Xu:{ Eali) u=(i,2)

D(jly) w=1(j,9)
for i=j

(W|B(li) - BE@|)0) I @]i) - D(jly)[ED
"= (W!E( "I¢') - D(j !y)!@b)_ (W DT |y)J|¢>)

« QOriginal constraints can be formulated as positivity conditions on €2 : sdp; (W, k)

U,V

motivated by: “NPA hierarchy” (Bell inequalities)

[Lasserre, SIAM (2001)], [Parrilo, Math. Program. (2003)], [Navascues et al., PRL (2007)],
[Doherty et al., IEEE CCC (2008)], [Navascues et al., NJP (2008)], [Pironio et al., SIAM (2010)]



First level semidefinite programming relaxation (I1)

o First level relaxation: psuce(W, k) < piiec (W, k) < sdpy (W, k)

- 1
sdpl(VV7 k) — maximize © Z Wx .y (y|$)Q(i,x),(i,y)

Q
Ir,Yy,1
subject to Q € Pos(1 + k| X|+ k|Y))



First level semidefinite programming relaxation (I1)

o First level relaxation: psuce(W, k) < piiec (W, k) < sdpy (W, k)

- 1
sdp1<VV7 k) — maximize E Z Wx .y <y|x)Q(i,x),(i,y)

Q
Ir,Yy,1
subject to Q € Pos(1 + k| X|+k|Y]), Qpgp=1 with () the empty symbol
Quo >0 Yu,ve X x[k]UY x [k]U{0}

> Qi) =Quyp Vielk],weX x[kUY x [k U{0}

> Qi) = YWEY,weX x KUY x [k U{0}.



First level semidefinite programming relaxation (I1)

First level relaxation: psucc(W, k) < piiec(W, k) < sdpy (W, k)

sdp; (W, k) = maximize

subject to 2 € Pos(1 + k| X|+ k|Y)),
Quoy >0 Yu,ve X x[kJUY x [k]U{0}

> Qi) =Quyp Vielk],weX x[kUY x [k U{0}

Q

x7y77‘

Going back to our example:

(1/3 1/3
0 0
1/3 0
0 1/3
1/3 0
0 1/3

0 0
1/3 1/3
1/3 0
0 1/3
0 1/3

1/3 0 )

1
k Z Wx .y (?J|x)Q(i,x)>(i’y)

5}
psucc(Za 2) — 6 ~ (0.833
24271/2

Pauce(Z,2) >

~ (0.902

Qpp =1 with () the empty symbol

> Qi) = YWEY,weX x KUY x [k U{0}.

(known before, with two-
dimensional assistance)



First level semidefinite programming relaxation (I1)

o First level relaxation: psuce(W, k) < piiec (W, k) < sdpy (W, k)

sdp; (W, k) = maximize

e (Going back to our example:

1/3 1/3
(s

1/3
0
1/3

0

subject to 2 € Pos(1 + k| X|+ k|Y)),

0
0
1/3
0
1/3

Q

1
k Z Wx .y (?J|x)Q(i,x)>(i’y)

x7y77’

Qpp =1 with () the empty symbol

Quoy >0 Yu,ve X x[kJUY x [k]U{0}

> Qi) =Quyp Vielk],weX x[kUY x [k U{0}

> Qi) = YWEY,weX x KUY x [k U{0}.

(known before, with two-

5
Psuce(Z,2) = & ~ 0.833
dimensional assistance)

9 + 2—1/2

0 0 "
Psuce Z72 > ~ (0.902
1/3 1/3 (£:2)
1/3 0
0 1/3 . \ 1 1
* 1 Z,2) <sdp,(Z,2) ~0.908 = = + —
0 1/3 Relaxation: pl...(Z,2) <sdp,(Z,2) TRl 7
1/3 0 ) | | | * L
 Four-dimensional assistance: p,..(Z,2) > R N



First level semidefinite programming relaxation (I1)

e First level relaxation: psucc(W, k) < piyec (W, k) < sdpy (W, k)

1

sdp1<VV7 k) — maxsi)mize E Z Wx_y <y|x)Q(i,x),(i,y)

x?y77’

subject to Q € Pos(1 + k| X|+k|Y]), Qpyp=1 with () the empty symbol
new condition —> @u,v ZDW, veEX x [K]UY x [k]U {0}
> Qi) =Quyp Vielk],weX x[kUY x [k U{0}

> Qi) = YWEY,weX x KUY x [k U{0}.

* (Going back to ofir example: (7 9) = % ~ 0.833 (known before, with two-
9 1 9-1/2 dimensional assistance)
(1 0. Y Pauce(Z,2) 2 ~ 0.902
1/3 1/3 3
7 _ 1/3 1/3 0

— 0 1/3  Relaxation: pl...(Z,2) <sdp,(Z,2) ~0.908 = g + 1

1/3 0 1/3 . Psucc\ %) = Sdpg\ 4, . 5 \/6

\ o/ 1/3 1/3 0 ) 1

S

. * Four-dimensional assistance: pi...(Z,2) > 5 +
(NFA hierarchy and non- 2
sign ounds are one)



First level semidefinite programming relaxation (I1)

First level relaxation: psucc(W, k) < piiec(W, k) < sdpy (W, k)

. 1
sdp1<VV7 k) — maxsllmlze E Z Wx_y <y|x)Q(z’,x),(i,y)

x7y77‘

subject to Q € Pos(1 + k| X|+k|Y]), Qpyp=1 with () the empty symbol

new condition —> Vu, veX x[kUY x [k U {0}

> Qi) =Quyp Vielk],weX x[kUY x [k U{0}

> Qi) = YWEY,weX x KUY x [k U{0}.

Going back to odr example: (7 9) = % ~ 0.833 (known before, with two-
9 1 9-1/2 dimensional assistance)
(1 oY Piuce(£:2) 2 ~ 0.902
1/3 1/3 3
g | 1/3 1/3 0

— 0 1/3  Relaxation: pl...(Z,2) <sdp,(Z,2) ~0.908 = 4 + L

1/3 0 1/3 . Psucc\ %) = Sdpg\ 4, . 5 \/6

\ o/ 1/3 1/3 0 ) 1

S

. . . . 1
« Four-dimensional assistance: pl...(Z,2) > = +
(NPA hierarchy and non- 2
Sign ounas are one) —> further work [Barman and Fawzi., arXiv:1508.04095]



General Quantum Bilinear
Optimisation

... and more applications



General Quantum Bilinear
Optimisation

1
Dinee W, k) = maximize a%: Wx Sy (y]z) (| E(z]i) @ D(iy)|)

subject to ZE(:U\@) =1y Vielk], ZD(z|y) =1y VyeVY

0 < E(z|i) < 1y V(z,i) € X x [k], 0< D(ily) < 13 V(i,y) € [k] x V.

... and more applications



General Quantum Bilinear
Optimisation

idea: relaxation of this bilinear form

Puce (W, k) 1= maximize L > Wxoy (yla) (W E(x]i) @ D(ily)lw) (& (@|E(x]i) - D(ily)[4)
(H.ED) R T,Y,t Wi ; i1y)] =0

subject to ZE(:U\@) =1y Vielk], ZD(z|y) =1y VyeVY

0 < E(z|i) < 1y V(z,i) € X x [k], 0< D(ily) < 13 V(i,y) € [k] x V.

... and more applications



Example:

Randomness

(vs.)

Quantum-Proof Randomness



Quantum Cryptography (1)

* Privacy amplification:
weak source of randomness X € {0, 1}"
(with min-entropy & )

Ext

uniform random bits Z € {0,1}™
(up toe > 0)

 Example: two-universal hashing
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 Example: two-universal hashing
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« Motivation: guantum key distribution, two-party cryptography, “quantum-safe /
guantum-proof / post-quantum”



Quantum Cryptography (1)

* Privacy amplification:  What happens for qguantum adversaries?
weak source of randomness X € {0,1}" weak source of randomness relative to E
(with min-entropy k) @
Ext “randomness Fxct “quantum-proof
extractor” *V | randomness extractor”

O

uniform random bits Z € {0, 1} uniform random bits relative to E
(up toe > 0) (up to e > 0)

 Example: two-universal hashing

« Motivation: guantum key distribution, two-party cryptography, “quantum-safe /
guantum-proof / post-quantum”

e C(lassical versus quantum error (the €):  C(Ext, k) versus Q(Ext,k) computable?



Quantum Cryptography (Il

« Forrandomness extractors: classical versus guantum adversaries

C'(Ext, k) versus Q(Ext,k) computable?

classical bilinear optimisation versus  quantum bilinear optimisation

scalar variables versus matrix variables



Quantum Cryptography (Il

« Forrandomness extractors: classical versus guantum adversaries

C'(Ext, k) versus Q(Ext,k) computable?

classical bilinear optimisation versus  quantum bilinear optimisation

scalar variables versus matrix variables

 (Converging hierarchy of semidefinite programming relaxations:
C'(Ext, k) < Q(Ext, k) = sdp.. (Ext, k) < ... <sdp,(Ext, k) <— efficiently computable!

—> upper bounding the power of quantum adversaries

see arXiv:1506.08810 for more (including references)
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adversaries (randomness extractors) using optimisation methods

« (Converging hierarchy of semidefinite programming relaxations:

C <Q=sdp, <...<sdpg
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Converging hierarchy of semidefinite programming relaxations:

C <Q=sdp, <...<sdpg

Improvement over NPA hierarchy for non-local games (Bell inequalities), first level
also in [Sikora and Varvitsiotis, arXiv:1506.07297]

First outer hierarchy for optimisations over the completely positive semidefinite
cone (symmetric matrices that admit a Gram representation by positive semidefinite
matrices, [Laurent and Piovesan, arXiv:1312.6643]) —> quantum graph parameters



Conclusion / Outlook

Understand quantum assistance (noisy channel coding) and quantum
adversaries (randomness extractors) using optimisation methods

Converging hierarchy of semidefinite programming relaxations:

C <Q=sdp, <...<sdpg

Improvement over NPA hierarchy for non-local games (Bell inequalities), first level
also in [Sikora and Varvitsiotis, arXiv:1506.07297]

First outer hierarchy for optimisations over the completely positive semidefinite
cone (symmetric matrices that admit a Gram representation by positive semidefinite
matrices, [Laurent and Piovesan, arXiv:1312.6643]) —> quantum graph parameters

Study zero-error information theory

Study full cryptographic protocols as optimisations

Study SDP relaxation for quantum channel coding, work in progress (same authors)
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Converging hierarchy of semidefinite programming relaxations:

C <Q=sdp, <...<sdpg

Improvement over NPA hierarchy for non-local games (Bell inequalities), first level
also in [Sikora and Varvitsiotis, arXiv:1506.07297]

First outer hierarchy for optimisations over the completely positive semidefinite
cone (symmetric matrices that admit a Gram representation by positive semidefinite
matrices, [Laurent and Piovesan, arXiv:1312.6643]) —> quantum graph parameters

Study zero-error information theory

Study full cryptographic protocols as optimisations

Study SDP relaxation for quantum channel coding, work in progress (same authors)

Any other ideas what to quantise?
Y X Thanks!



